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Overview 

Icon Labs has integrated its Floodgate Secure Boot module with the Renesas Synergy SSP and 

was successfully tested on the Renesas S7G2-SK and S7G2-DK boards.  This document 

describes the Secure Boot integration requirements..  

 

We will be providing an updated VSA release including the Floodgate Firewall and network IDS 

modules in a follow-on release.  

 

Description of the solution  

The Floodgate Secure Boot Solution provides a demonstration of a secure boot implementation 

achieved with a code signing application running on the development machine hosting e
2
 studio. 

The code signing app generates a cryptographic signature for the .elf file generated by the e
2
 

studio compiler.   

 

When the Synergy board boots, it calls the BSP function R_BSP_WarmStart() at various points 

during the startup process.  The Floodgate Secure Boot APIs are integrated into this routine. The 

secure boot APIs calculate the signature of the executing .elf file and compare it to the signature 

generated by the code signing application.  If the signatures match, the image is valid and the 

system can proceed as normal.  If they do not match, the image is not valid and we enter an error 

mode and prevent normal processing.  

 

This provides a demo of the capability of the secure boot functionality.  For production use, code 

signing is performed on a production server rather than the developer’s workstation.  The secure 

boot process is also extended to include support for boot logs and, in most cases, a two stage 

boot loader.  These capabilities are not provided in the demo but are available in the full product 

when licensed from Icon Labs.  

 

Hardware 

The Floodgate Secure Boot solution runs on the Renesas S7G2-SK and Renesas S7G2-DK 

development kits. No additional hardware is needed.  The solution should run on other Synergy 

boards but has not yet been tested on other platforms.  
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SSP components and APIs 

Floodgate secure boot works with the default configuration of the No RTOS Blinky sample 

project.  The SSP components that are utilized are: 

 s7g2_sk 

 r_cgc 

 r_elc 

 r_iport 

 

The R_BSP_WarmStart() function is rewritten to insert the secure boot startup code into the boot 

process.  

 

Memory requirements 

The Floodgate secure boot demo has been tested with the Blinky no RTOS. Adding secure boot 

to the Blinky sample project adds about 12 KB to the .code and about 2KB to the .data sections 

of the image.   

 

This project requires an increase in the heap size from 0x400 to 0x2000, an increase of 7168 

bytes.  

 

ThreadX resources 

The Floodgate secure boot demo is currently integrated with the No RTOS sample.  

 

SSP Integration 

The Floodgate Security Framework is integrated with the SSP as show in the following diagram.  
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Secure boot is integrated just above the BSP and below the remaining elements of the SSP.  The 

Floodgate applications are integrated above the SSP using the Software API.  
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